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Abstract 

This paper sets up the scene of the InfraStress project. In particular, it: i) defines InfraStress 

objectives and mission; ii) provides a bird’s eye view of InfraStress technologies and how they 

will be deployed in the pilot case studies of the project; iii) presents the approach that the 

InfraStress consortium will take to enhance the security of Sensitive Industrial Plants and Sites” 

(SIPS); and iv) deepens the case studies of real world SIPS operators that will be used to validate 

the solutions. In this regard, InfraStress takes a user-driven approach and its solutions are 

conceived by working with SIPS operators, based on their specific requirements, and customized 

for use in their infrastructures. The InfraStress technological approach builds on modelling, 

monitoring, and analysing the propagation of attacks/misbehaviour across the layers of SIPS, by 

correlating events from diverse data sources in the physical and cyber worlds. 

1 Introduction 

Proper operation of Critical Infrastructures (CI) is a pre-requisite for the integrity of vital elements in our 

society, but today some of them, namely “Sensitive Industrial Plants and Sites” (SIPS), are exposed to major 

hazards due to the high risk of accidents associated to the presence of dangerous substances. Sensitive sites/areas 

where large quantities of hazardous substances are present (such as SIPS) have achieved a high level of industrial 

safety in last decades due to industry and legislative actions (the current EU Directive 2012/18/EU alias "Seveso 

III"). In order to cope with safety aspects, various technical and managerial tools have been developed and 

implemented according to the classical industrial safety assessment approach in which SIPS are considered as a 

potential risk source. Since in CIs in general - and in SIPS in particular - security breaches may well result in 

safety incidents (phenomenon which in the scientific literature is referred to as “security-induced safety cases”), 

classical approaches and tools must be advanced in order to provide effective and cost-efficient features for 

detailed analysis of the complex interdependencies between security vulnerabilities – both in the cyber and in the 

physical world -  and the safety properties of the infrastructure to be protected [1]. This is a key feature – still 

lacking in currently available commercial offerings – of a truly resilience-oriented design and evaluation 



framework, which actually enables operators to cope with the challenging combined safety and security 

requirements of SIPS. Filling this gap is a high priority objective [7], since in the emerging safety-security 

landscape of Europe, SIPS are increasingly becoming the targets of new categories of attacks, which could be 

defined “hybrid”, i.e. they are of a cyber-physical nature (e.g. a cyber-attack disables the protection mechanism, 

thus paving the way to a (possibly major) terrorist attack). The complexity of the problem is exacerbated by the 

advent of the Industrial Internet of Things (IIoT) and of the Industry 4.0 revolution. Therefore, a major leap is 

needed in the techniques and tools for SIPS design and evaluation, to cope with the challenges related to ensuring 

that disruption in the operation of such vital systems does not occur, and our societies and their economies are not 

put at risk.  

In this paper, we provide an overview of the InfraStress project, which proposes a set of hardware/software 

mechanisms for advancing the security of SIPS and validates them through case studies from real world contexts. 

InfraStress takes a user-driven approach and its solutions are conceived by working with SIPS operators, based 

on their specific requirements, and customized for use in their infrastructures. Moreover, the framework is 

designed with the goal of integrating existing SIPS protection solutions already in place: this is achieved through 

a modular and scalable design of the framework and its individual logical modules and services as well as with 

the definition of open interfaces and APIs to support current and future integration in real contexts. To propose a 

flexible and comprehensive support, InfraStress solutions are made available both as individual services (using 

their interfaces directly) and as composite services (including the complete framework). The InfraStress 

technological approach builds on modelling, monitoring, and analysing the propagation of attacks/misbehaviour 

across the layers of SIPS, by correlating events from diverse data sources in the physical and cyber worlds.  

InfraStress solutions provide relevant stakeholders with integrated C/P situational awareness, thus enabling the 

implementation of informed decision-making mechanisms at all stages of SIPS protection. To better counter 

cascading effects [5], InfraStress solutions are made available to multiple SIPS/CIs (i.e. pilot 4 and 5). To 

maximize the cooperation with users, we address the diversity of backgrounds and needs across the involved 

stakeholders. The InfraStress solution is tested and demonstrated in 5 SIPS pilots involving the owners/operators 

as well as their neighbouring facilities from 5 EU Countries (Italy, Portugal, Ireland, Greece, Slovenia), thus 

actuating a design-implementation-validation approach, not only focusing on the final evaluation of the 

developed methodologies and tools, but basing development on the Framework and Pilot Case studies with a 

participative approach of the involved stakeholders and planned evaluation process.  

2 The InfraStress Technological Framework  

The architectural logical layers and the building blocks of the InfraStress framework are discussed in the 

following:  

• Cyber and physical threat detection and data acquisition – This layer integrates the services for 
physical and logical security data sources and sensors’/detection systems. 

• Integrated cyber/physical situational awareness – This layer, at the core of the platform, correlates 
information and extracts operational and user-oriented/user-dependent knowledge to build and maintain 
situational pictures and insights on SIPS protection and resilience.  

• Service – This layer includes the applications that implement protection features and deliver them to 
users. It supports a variety of Human Computer Interfaces (HCI), as well as more effective interaction 
with end users (e.g. AR).  

InfraStress services cover all the phases of a SIPS protection life-cycle and include: modelling, integrated cyber-

physical risk analysis, protection planning, prevention and preparedness, training, monitoring and early warning, 

triage and prioritization, emergency and response management, post-event analysis. Services are provided also to 

support stress testing and information sharing. Figure 1 shows the overall logical architecture of the planned 

InfraStress framework, including the above-mentioned layers and, inside them, the specific components and 

modules that InfraStress delivers. It should be noted that, especially in the detection and service layers, we expect 

that solutions exist already and are adopted by SIPS operators (they are represented in grey in Figure 1). For this 

reason, we plan to deliver additional services, that are expected and desired by users and can complement 

existing ones. At the same time, we design a flexible Situational Awareness layer so as to integrate and exploit 

those existing components into the overall framework for specific deployments. In general, the framework is 

designed with the goal (and requirement) of integrating existing SIPS-specific CIP solutions already in place: this 



is achieved through a modular and scalable design of the framework and its individual logical modules and 

services as well as with the definition of open interfaces to support current and future integration in real contexts. 

The following subsections provide a brief description of the main components/modules/services that we deliver 

and integrate into the InfraStress framework. 

 

 
Figure 1 – InfraStress Framework Logical Architecture 

 

2.1 Physical and cyber threats detection and protection systems 

2.1.1.  Physical threats and hazards detection-protection systems 

In this category, a number of solutions are used to detect new threats in the physical world. The description of 

each one of them is reported in the following. 

Laser Radar (2D LIDAR) based surveillance. It is used to detect intruders, based on a high-performance Laser 

Scanner and a Signal Processing Unit which is able to differentiate between human intruders and any other 

targets, such as moving vegetation, small animals, flying small or large birds, cars etc. In addition, they are 

optimized for HLS by attributes such as slaving PTZ, smart definition of areas of interest etc. Starting from a 

product, it is adjusted to the real-time InfraStress trials environment. (ii) Detecting objects above walls can detect 

30 cm objects thrown above walls to the inner site of the CI. Detector of objects above walls (TRL5) is adapted 

to existing LFS sensor for detection of 30cm objects, thrown above walls. 

Mini-drone detection and neutralization. This system includes the following modules: 2D MND creates a 150 m 

high laser curtain which can detect crossing mini-drones and point PTZ to the intrusion point; 3D Mini Drone 

Detector is based on a high performance 16 lines laser scanner with a signal processor which enable detection of 

mini-drone and slaving PTZ within a 600 m dimeter cupola; Flying Hunter Type B, a Mini Drone Based device 

for intruding Mini-Drone neutralization (it flies toward the Intruding Mini-Drone and autonomously neutralizes 

the intruder by fusing technologies: Analytics, 2 types of Mechanical Nets and Jamming); Prototypes exist and 

are adapted for SIPS contexts: 3D Mini Drone Detector and 2d MND to be integrated with PTZ camera for 
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tracking and confirmation; Flying Hunter to adjust in the real time trial environment; Flying Watcher to be tested 

and fine-tuned in the project context. 

Non-authorized People Detector. This tool detects unauthorised people carrying a small wireless device in open 

areas. Based on the integration of two existing systems: laser area detectors and WiFi based location system. The 

system continuously provides the coordinates of the authorized people, while in parallel the area laser sensor 

detects and track all of the people in the open area, thus identifying and tracking the unauthorized people.  

Building and facility diagnosis and monitoring. AI-based Physical Security Information Management (PSIM) 

that detects and diagnoses physical security events. A prototype (that advances a PSIM product already deployed 

in many customers for access control security) is extended and adapted to SIPS context by improving the AI-

based event data correlation capability aimed at more accurate root-cause analysis.  

Environmental monitoring (seismic, pollution). This module complements current environmental monitoring 

systems (e.g. air quality, flue gases emission, flow and concentration of oxygen, nitro-gen oxides, sulphur 

dioxide and particulate matter) deployed at each specific SIPS. The idea is to exploit and make available the 

National earthquake detection network and the National atmospheric monitoring network data in real time in 

order to complement the local environmental monitoring systems.  

Relevant event and anomaly detection from video surveillance. It provides the following automated capabilities: 

a) Events detection (to identify both high-level and primitive semantic events of interest), b) Anomaly detection 

(to promptly and accurately identify occurrences of interest that significantly vary from the usual/expected 

patterns, c) Object and concept detection: to robustly detect a wide range of real-world objects or high-level 

semantic entities.  

People behaviour analysis from visual data. This module provides metrics regarding the observed humans’ 

behaviour and actions, in terms of a) human action recognition; b) person re-identification (to identify/track the 

presence of a human subject in different sources that may potentially cause alerting event triggering); c) People 

counting.  

2.1.2. Cyber threat detection-protection systems 

Contrariwise, the tools belonging to this second category are used to detect threats in the cyber world.  

BAM aware Intrusion Detection. A tool that monitors the compliance of implemented cybersecurity processes 

with respect to behaviours prescribed by SIPS business processes. Changes in the QoS of the process and/or 

deviations from the specified behaviours can be seen as symptomatic of possible active cyber intrusion and 

challenging attacks, such as APT and slow-rising or other stealthy attacks.  

Machine-learning based Anomaly Based Detection. A tool that performs effective anomaly-based intrusion 

detection in the application layer, providing scalability and specifically tailored for SIPS scenarios. It integrates 

Extreme Learning, Lifelong Learning, Evolutionary Algorithms and other strategies combining both novel and 

time-proven approaches.  

Cyber threat detection at end-points and IIoT/SCADA. This solution analyses the traffic in IIoT and SCADA 

networks to detect ongoing attacks or even anomalous behaviours. The tool handles protocols and systems 

specific of ICS installations [3] and deal with new advanced threats such as PDoS or routing attacks to ad-hoc 

networks.  

2.1.3. Human Sensors and Crowdsensing 

Finally, the last category of this layer is needed for detection in the field of human sensors.  

Crowd-sensing apps to get signals from the environment/vicinity. It detects and report possible suspicious or 

concrete threats directly from users working inside the industrial plant or in its vicinity. Based on gamification 

techniques to foster user participation. Based on crowd-sensing works on smart parking and transportation, the 

gamification approach is introduced to increase participation from population. 

Detection of relevant security event and info from OSINT and social media. Relying on the use of citizen science 

and the use of social media, this tool extracts (near) real-time information from public Web and social media 

about relevant events for SIPS and vicinity security.  

Sentiment and Emotions Detection from social networks. A tool that monitors and detects the population's 

response to the information being published (e.g. when a dangerous event is in progress and information has been 

shared with population) and is able to identify the dominant emotion occurring in social networks.  

 



2.2 Integrated C/P situational awareness for SIPS CIP 

2.2.1. Situational picture for integrated cyber-physical protection of industrial 

sensitive sites and plants  

At the upper layer, InfraStress uses tools for situational awareness to enforce mechanisms of protection.   

Relevant event handling and anomaly discovery. A multisensory data fusion strategy implemented by a powerful 

and scalable, complex event based SIEM allows to correlate events related to context information and events 

related to digital happening to infer the actual threat level for system. Misuses and anomalies are used to deduce 

warning situations deserving additional investigations. The event processing engine provides support for real-

time filtering, transforming, aggregating, abstracting, correlating and storing events, as well as triggering alarms 

and countermeasures.  

Resilience indicators dashboard and visual analytics. A web-based tool provides the following dashboard-based 

capabilities: resilience/security monitoring (general state – against all cyber-physical threats) and resilience stress 

testing (against a given cyber-physical scenario). As a result, SIPS owners are able to quantitatively assess both 

long and short-term improvements achieved, benchmark possible solutions among different providers and other 

SIPS owners and provide transparent solutions to the “competent authorities” where required.  

Situational picture dashboard and visual analytics. Based on a SIPS-specific situational awareness knowledge 

model, a set of algorithms and components for multi-dimensional information fusion and integration on resilience 

indicators and relevant events (with exploitation of historical stored data and other external information) are 

integrated to create effective real-time C/P situational pictures of the SIPS CIP with higher level information (e.g. 

risk-level, risky zones/areas, people at risk, etc.). On top of this, an “intelligent” layer suggests actions according 

to a deliberative/proactive/reactive approach — automatically reasoning on goals/plans/actions and taking into 

account the “contextual and environmental” information.  

Identification of complex attack scenarios. A machine learning-based monitoring tool that learns complex and 

zero-day C/P attacks’ behaviour automatically so as to detect/identify new and emerging complex attacks and 

threats. A machine learning-based monitoring/diagnosis prototype for physical security and building fault d 

Geospatial stream correlation engine. High performance geo-spatial correlation of C/P security data/events from 

multiple distributed sources of information and events. The correlation is based on both pattern matching applied 

in real time using time windows and custom spatially enabled algorithms.  

Interdependency and cascading effects impact assessment. Based on scenario modelling, this tool considers 

complex interactions among the initial events (threats) [6], cause-effect relationships, intermediate and critical 

events, escalation points. It models/simulates the consequences of the accident and/or attack in an interlinked 

scenario, analysing entities and assets external to the considered SIPS.  A prototype for advanced dynamic risk 

modelling using probabilistic Bayesian Belief Networks (BBNs) is further evolved and extended to facilitate 

complex and interrelated sequences of events and effects.  

Multi-dimensional descriptive analytics. This tool adopts big data analytics techniques to provide context aware 

measurements of the overall risk for the monitored SIPS CI. It exploits the overall information space, including 

relevant data and events from both cyber and physical landscape, as well as the results from the other tools 

described above, in order to create global situational awareness. Multi-dimensional descriptive analytics permit 

multiple views/dimensions data analysis, including the dimensions of space and time enabling the identification 

of events and patterns that cannot be identified by single dimensional analysis, thus yielding more effective 

insights. This tool leverages existing state-of-the-art big data analytics frameworks (e.g. Apache Spark). 

 

2.2.2. Cyber and physical threat intelligence ad prediction 

In terms of threat intelligence, instead, specific approaches are pursued. That is: 

Dark Web analysis for cyber/physical threat. By adopting the same Web intelligence technology of ST.HS.2, this 

tool provides capabilities for predicting/anticipating/identifying new and emerging cyber or physical threats, and 

complex/hybrid threats as well. Thus, relevant information (e.g. vulnerabilities in IT systems, or SCADA) are 

searched in both public and deep web as well as in dark net (e.g. fora), if relevant, and then collected, analysed, 

correlated, and organized in order to create tactical threat intelligence to better protect SIPS CIs.  

Integration of cyber threat intelligence (TI) sources. A tool that integrates and merges different sources of 

indicators of compromise (IoCs) adding intelligence, to make sense of related events that often appear as 



decoupled IoC. Different sources (feeds) sometimes provide partial views of the same threats. Putting them in 

relation and adding context would render the resulting IoCs much more meaningful and abler to stop a threat. 

This tool applies inference to obtain new and more complex “predictive” IoCs and anticipate attacks that 

reasonably relate to past events and that would go undetected using traditional IoCs. SIPS-relevant C/P TI data 

based on open source feeds and commercial providers have been identified, collected, analysed, integrated, and 

then made available via the InfraStress framework as Machine Readable Threat Intelligence (MRTI) and in 

different formats aimed at different roles in the organization.  

Spatiotemporal forecasting of attacks and vulnerabilities. A tool based on state-of-the-art spatiotemporal 

forecasting techniques using deep learning that is extended and tuned to consume rich data available in each test 

site. Having as input the data about previous attacks on other relevant sites and different data points that monitor 

the health of the infrastructure, the module is able to forecast possible vulnerabilities that should be checked by 

the security officers.  

 

2.3 Application and services for C/P protection of resilient industrial sensitive sites 

and plants 

Building Information Model (BIM). BIM models are 3D graphical representation that can increase global 

awareness and help with the localization in real-time of all reported threats and to identify avoidable zones, 

possible vicinity problems during crisis events, emergency evacuation routes, etc.  

Vulnerability assessment. A tool based on a cybersecurity/physical model that 1) describes the qualitative 

structure (which key assets, attacks and defences that should be included, and how these should be associated and 

2) populates this qualitative structure with quantitative data (how likely different attacks are to succeed given the 

system parameter values and the presence or absence of different countermeasures).  

Security Risk assessment and analysis services. This tool supports the actual assessment of C/P risks and 

integrate the information and output of threat detection. It advances the state of the art for risk assessment tools, 

by focusing on NIST/FFIEC integration, Cyber Threat Intelligence integration, Continuous refinement of the 

risk-profile.  

Simulation and impact assessment of C/P threats and hazards. Advanced modelling and simulation tool for 

assessing potential impacts due to various C/P threats and hazards and supporting the identification of cost-

efficient adaptation measures. This simulation environment integrates threats/hazard and vulnerability 

information of specific CI in order to run different “what-if” scenarios, allowing (i) risk assessment of natural and 

man-made hazards on SIPS including both direct and indirect impacts; (ii) definition of risk mitigation 

approaches, plans and strategies, countermeasures and adaptations assessment; (iii) understanding the sensitivity 

of system assets, infrastructure, and services to different types of events; (iv) understanding interdependency and 

cascading effects; (v) set up risk-based response strategy adapted to specific scenarios & define efficient standard 

response procedures.  

Service to build integrated safety-security risk management plans. Integrating systemic and C/P aspects for SIPS. 

Plans include measures that meet the identified risk-based security and resilience performance. Innovative 

holistic approaches for integrated safety-security risk assessment/management [2] accounting for both technical 

and human/organizational factors developed by extending the current practice, ensuring, for SIPS falling under 

the Seveso III Directive, that safety reports are prepared giving evidence of the applied risk management. 

Cyber-Physical security and safety design tool to co-design and asses SIP safety/security system. A tool that uses 

the commission topology in order to produce a threat analysis model, to optimally identify the sensor placement 

and cyber countermeasures that minimize security/safety risks while maintaining the SIP resilience. It includes a 

decision support service for the optimized investment and improvement of the SIP protection and resilience. The 

tool provides proactive re-design suggestions and automated design support i.e. provide suggestions for how to 

improve the architecture to improve security in the most cost-effective way. Based on existing prototypes that is 

adapted to SIPS context [4], taking into account the security solutions delivered by InfraStress, in order to 

support cost-effective investment in security measures in SIPS. 

Organizational Resilience Culture Audit. Organizational resilience capacity is greatly function of the 

organization's ability to detect weak signals early enough and to build ad-hoc response in case of unexpected 

events. This is an audit tool that assesses the organizational culture pertaining to sense-making. Based on 

research in Resilience Engineering and High Reliability Organizing tool, it is applied in the context of SIPS CIs. 



AR-based Training for CIP. This service provides SIPS operators and employees with relevant information and 

effective training by exploiting augmented reality tools and devices (e.g. Holo lens). The tool provides 

holographic recreation of the workspace with step by step instructions and integrated training module, allowing 

and supporting faster and highly intuitive training process for workers which less resources and duration. Starting 

from a solution currently deployed in a manufacturing context (FESTO), we adapt and customize it in order to 

support the necessary and effective training for SIPS on the CIP processes, practices, and measures. 

Monitoring and early warning dashboards. This service is integrated the situational awareness components in 

order to implement advance capabilities for semi-automated monitoring of the SIPS CI security and intelligent 

early warning in case of detected anomalies, C/P attacks or hazards. The service includes a triage functionality 

taking into account the level of severity of the alert and the analysed impact, including possible cascading effects.  

Services improving the protection of first responders. Dedicated apps (mobile, wearable) to improve 

communication and coordination among first responders. Functionalities: to know the location of responders and 

their proximity to risks and hazards in real time; to rapidly identify hazardous agents and contaminants; to 

incorporate information from multiple and non-traditional sources (e.g., crowdsourcing and social media) into 

incident command operations.  

Cyber-physical policy enforcement engine. it considers the cyber-physical security evolving and reasoning about 

the optimal security enforcement actions in context of the cyber-physical security situation. Based on Access 

Policy Management (APM) that provides security policies to monitor and mitigate physical security assets, where 

policy framework, policy language and rule engine are used.  We extend an existing APM rule engine capability 

to include complex attack-resilient event reasoning engine for work-flows definition and enforcement. The 

engine considers the C/P security evolving and reasoning about the optimal security enforcement actions in SIPS. 

Rapid damage assessment. enabling operators to assess in real-time the expected structural damages and identify 

possible expected impacts. The algorithms for automated rapid damage assessment system can automatize the 

reaction process during a severe event i.e. propose automated reaction, optimize response (areas in green can 

continue to operate, areas in yellow integrity can be assessed automatically, where the red areas should be 

investigated in detail be-fore entering operational mode).  

Crowdsourcing apps to engage citizens, volunteers, and operators in collecting goal-driven data from the 

environment (detection) and to perform coordinated micro-actions during the crisis (response). Starting from 

previous experience on Portuguese civil protection projects and smart parking project, we introduce gamification 

to model user behaviour towards a pre-defined task or goal.  

Prescriptive analytics for CIP improvement. Batch data analytics tool that provides useful insights to SIPS 

management for improving the CIP processes on the basis of the analysis of the whole information space 

managed by the InfraStress framework after the occurrence of a relevant security event or crisis. How the attack 

was managed in the past is analysed wrt. the achieved CIP performance and resilience indicators, in order to 

generate lessons learned to be exploited for future SIPS CIP. This tool leverages on existing state-of-the-art big 

data analytics frameworks (e.g. Apache Spark) and integrate novel prescriptive analytics algorithms that is 

defined and developed according to the user requirements and past/current experience in CIP.  

Organizational learning STaff RIde Protocol. The goal is to anchor post event learning by engaging participants 

with actual events actors. This protocol focuses on sense-making processes that un-folded during the event to 

suggest organizational improvements.  

Smart message routing and notification service. It enables the sharing of the information among involved actors 

at every level of coordination enabling collaborative response and the proper alerting of personnel and adjacent 

possibly affected population. Based on the Emergency Message Content Router (EMCR) that is capable of 

sharing the operational picture among involved responding teams by routing messages. This way appropriate info 

reaches appropriate persons at every level of coordination in due time. 

Services for information dissemination to inhabitants and other relevant stakeholders. in the vicinity of the 

site/plant, through social media, dedicated apps, with the involvement of civil society organizations (using 

gamification). Dissemination of precautions measures and good practices according to the specific location inside 

of the plant.  

Intelligent Digital Assistant. Available on the internet site and on the mobile application to help provide 

contextual information according with present situation, location and type of user. By integrating and using 

natural language processing (NLP) techniques, this Intelligent Digital Assistant is able to engage in natural 

conversation with users, answer questions and provide appropriate information taking in consideration the profile 

of the user, the occurrence of a dangerous event, the present level of public emotion reactions and the user 

specific location (if available).  



Stress-test management services, supporting the four distinct phases, i.e. Preparation (definition of stress-test 

scenarios, definition of the technical details of the scenario in close agreement among the relevant actors in order 

to match the high-level objectives of the authorities with the feasibility assessment done by the owner of the 

infrastructure), Execution of the scenarios of stress tests, Review (evaluation of the results by regulator or 

national authorities responsible for the particular sector, to identify elements of interdependency with other CIs, 

to submit national reports to an international body or authority), Dissemination of the results to the general 

public.  

Virtual Test-bed for industrial automation and control system. Simulated environments to perform stress-tests 

non-executable against the real infrastructure. It provides a set of interfaces enabling to extend the emulated 

environment by also integrating tools such as the other simulation tools developed during the project. It is a 

complex, extensible, yet realistic, and SIPS-focused, environments to assess the behaviour of teams and system 

under specific conditions.  

3 Pilots for Evaluation in Operational Environments  

InfraStress adopts a user-driven approach, with technical activities driven by and receiving feedback from the 

end users of the system, i.e. SIPS and the other relevant stakeholders in the areas affected by potential C/P 

attacks. In the following subsections, we describe the planned validation and demonstration pilots. They 

collectively cover a variety of high-impact threat scenarios to SIPS CIs, ranging from natural disasters to direct 

C/P attacks to critical assets, and provide concrete examples of the threats and attacks for which InfraStress 

delivers efficient support. We explicitly note that even if each InfraStress validation and demonstration pilot does 

not represent an exhaustive list of the possible practical uses of InfraStress solutions, all together they 

successfully capture the diversity and complementarity of the requirements which must be satisfied by a platform 

which truly supports the convergence of cyber and physical security. Thus, as described in the following 

subsections, the pilots are the following: 

1. Oil Refinery (Greece) 
2. Medical Device Manufacturing & Supply Chain (Ireland) 
3. Chemical Storage Site (Italy) 
4. Petrol Storage Site (Slovenia) 
5. Chemical Plant (Portugal) 

All InfraStress solutions, for all 5 pilots, are validated in operational environments, provided by SIPS 

operators. Also importantly, by performing a thorough experimental campaign on the pilots, we aim at collecting 

tangible evidence that InfraStress solutions are more efficient and cost-effective than the ones currently available, 

which is a key pre-requisite for market acceptance and go-to-market. It should also be noted that the C/P threats 

currently identified by SIPS operators must be considered as not exhaustive and represents their current priorities. 

3.1 Oil Refinery 

The first pilot is based at the Motoroil (MOH) refinery at Agioi Theodoroi which is located close to city of 

Corinth and around 60Km west of Athens. MOH owns and operates one of the largest refineries in South-eastern 

Europe with a high complexity rating (Nelson Complexity Index of 11,54) which is among the highest at 

European and worldwide level, and is also a “Seveso” site.  The Refinery along with its ancillary plants and 

offsite facilities forms the largest privately held industrial complex in Greece. Due to its flexibility, it can process 

crude oils of various characteristics and produce a full range of petroleum products. Apart from fuels, MOH is 

the only Lubricants producer and packager in Greece. Within the refinery complex, strategically located at the 

commercial crossroad of the Eastern Mediterranean, MOH has an installed storage capacity of 2.5 million cubic 

meters (crude oil & products), an owned sea terminal which can accommodate vessels up to the size of a ULCC; 

one of the few ports in the Med that can accommodate such capacity. Also, a fully operational truck loading 

terminal delivers products to continental Greece and the region of South East EU. The refinery comprises of 

several main components such as: a) The Fuels Production: Crude Oil is processed to produce LPG, Naphtha, 

Kerosene, Diesel and Fuel Oil., b) Gasoline Production: Naphtha here is treated in order to produce gasoline of a 

high octane number, thus eliminating the need for adding lead in gasoline, c) Hydrocracker Complex, producing 

the new clean fuels with low sulphur, d) The FCC Complex: Atmospheric Fuel Oil is fed to the FCC complex to 

produce LPG, gasoline, diesel, and Fuel Oil. And e) Lubes Production: Atmospheric Fuel Oil is also fed to the 



Lubes Vacuum Unit. After a series of processes in order to improve properties of the lubricants, such as viscosity 

index, pour point, cloud point, the final base lubes are produced and stored. Additionally, asphalt can be 

produced form the Lubes vacuum unit, whereas the bottoms of both vacuum units is routed to the visbreaker for 

further upgrading and production of fuel oil. MOH Refinery is a critical infrastructure for the energy system in 

South-Easter Europe than may be exposed to physical and cyber threats. Those threats are continually identified 

and related prevention, detection, response and mitigation mechanism are continually developed within the 

company. 

3.2 Medical Device Manufacturing & Supply Chain 

This pilot is based at DePuy Synthes medical device manufacturing site in Ringaskiddy on the shores of Cork 

harbour, just outside Cork city, on the south coast of Ireland. The site covers a total of 23.5 ha across two 

buildings as shown in the picture below. In total, the two marked blue buildings are 47,380m2, of which 

31,401m2 is manufacturing space. The site houses approximately 1,000 employees and runs 24-7, manufacturing 

orthopaedic implants for knee, hip and shoulder replacement, which is cornerstone in the orthopaedic supply 

chain for Johnson & Johnson. Building 2 is also physically adjacent to a pharmaceutical plant (pharma 

ingredients), operated by Hovione Ltd. (the physical boundary is marked by a red line). The site has a large 

perimeter area, some of which is open to the sea, and is located near a number of other pharmaceutical plants all 

within a 3km radius. The manufacturing facility includes a cobalt-chrome (CoCr) foundry for investment casting, 

manufacturing floor for metal and polymer machining and finishing, metal coating and heat treatments and 

cleanrooms.  Safeguarding the employees located on-site and at adjacent facilities as well as local environment is 

the key concern. 

3.3 Chemical Storage Site 

The chemical storage site covers an area of about 30,000 square meters and includes a set of 31 semi-buried or 

underground tanks with a total capacity of 26,840 cubic meters, distributed as follows: 5 tanks of 3.000 cubic 

meters, 4 tanks of 1.000 cubic meters, 6 tanks of 700 cubic meters, 2 tanks of 400 cubic meters, 6 tanks of 300 

cubic meters, 8 tanks of 130 cubic meters. The tanks normally contain: Aromatic Hydrocarbons, Aliphatic 

Solvents, Acetates, Alcohols and Ethylene Glycols. The terminal is connected to Porto Petroli 

(http://www.portopetroli.com/index.php/en/) via 3 stainless-steel pipelines and is equipped with trucks and rail 

loading platforms connected to the main road, highway and railway, allowing easy transportation of goods 

towards national and international main commercial hubs. Assets considered in InfraStress: pipeline (connecting 

to and from the Port, to and from the loading platforms); Loading Platforms (for trucks and trains); Tanks. The 

plant is in a densely populated area: for this reason, the relationship with the public entities and local 

communities is very important.  

3.4 Petrol Storage Site 

PETROL represents an important CI in the energy supply sector and shares the same location with Port of 

Koper (LUKA), which is also another important transport CI. Both companies are also categorized as "upper tier" 

sites according to the provisions of the national legislation implementing EU directive 2012/18/EC ("Seveso 

III"). PETROL site is a consumer oil products (fuels) storage and distribution tank farm situated at the Sermin 

industrial zone close to city of Koper, where it neighbours the LUKA site. PETROL shares with LUKA 

pipelines, piers and other logistic, communication and control infrastructure. The Terminal Instalacija Sermin 

(TIS) is the largest and most modern equipped petroleum storage facility in northern part of Adriatic Sea. It is 

located between river Rižana, Adriatic Sea and Škocjanski zatok (Natura 2000 site – Special Protected Area). 

With its 23 aboveground tanks (reservoirs), TIS has a total capacity of 480.000 m³. In 2017, for the first time, TIS 

have surpassed the 3 million tons throughput of the petroleum products. TIS is in the vicinity of all main 

transportation paths (sea, railroad and roads) with direct access to the tanker terminal (synergy with Port of 

Koper), train terminal and state highway (A1). At the location, there are also Vapour Recovery Unit – VRU and 

biological cleaning installation. TIS is equipped with internal fire brigade. Core business at the terminal TIS are: 

accepting petroleum products via tanker terminal (located within LUKA) trough jetties and technical pipeline that 

delivers to the tanks (reservoirs); accepting and dispatching petroleum products via railway wagon; delivering the 

petroleum products to the tanks (reservoirs); dispatching petroleum products via truck tanks at the station which 



is located within the main area of the TIS; accepting/dispatching petroleum products between 23 reservoirs at the 

location. Operations are computer guided and supervised. Scope/parts/assets considered in InfraStress: special 

harbour dock for fuel tankers; infrastructure for pumping the fuel; large fuel containers with all necessary 

infrastructure; security operation centre of Petrol. 

 

3.5 Chemical Plant 

The last pilot is a Chemical Plant under control of the Fisipe company, located in Barreiro, that produces 

standard textile fibre, and has gradually become a producer of special acrylic fibres, namely pre-dyed fibres, 

functional fibres and fibres for technical application, being, more recently, also a carbon fiber precursor producer. 

Fisipe has been classified as a Seveso industry since dangerous substances are used as raw materials that are 

stored in a tank farm inside the facility. A Firefighting Brigade (with a total of thirty-six members) is 

continuously present in the facility and along the plant there are several fixed means of fire extinguishing, foam 

spreaders, water curtains, fire detectors and other preventing and combating equipment. Fisipe has 320 

employees, some working in normal working hours and others per shift, as the plant works 24/24. Municipality 

of Barreiro is part of the Lisbon metropolitan area, on the south side of the Tagus river, with 37 square km, a 

population of about 79,000 inhabitants, 17 km of riverfront, to two rivers, the Tagus and Coina. Barreiro also has 

an important road-rail-river terminal, and the local business park houses 3 SEVESO industries. Fisipe is one of 

those 3 industries and is involved in the pilot demonstration. Water supply to the Barreiro Municipality is 

provided by a single system (owned and operated by the municipality), divided into three sectors (north, central 

and south), and seven subsystems supply zones, which serves all urban and sub-urban centers of the municipality. 
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